
With privacy concerns on the rise, 
salespersons are encouraged to purge 
consumers’ personal information 
collected by cars prior to resale and to 
educate buyers on simple steps they 
can take to protect their own privacy. 
Some consumers single out used 
cars as treasure troves of dormant 
personal data, which could leave 
previous owners vulnerable to hackers. 

In a 2019 poll, Canada’s privacy 
commissioner found 92 per cent 
of Canadians had concerns about 
their data privacy. Similarly, 87 per 
cent were concerned about how 
companies use their data. Like other 
digital devices and platforms, modern 
vehicles may collect vast amounts of 
personal information through  
on-board entertainment systems and 
other computerized components.  

On-board vehicle systems can log 
up to 25 gigabytes of data per hour 
on everything from driving habits, 
traffic patterns and mechanical 
diagnostic information to personal 
text messages, social media and  
voice data.

To secure customer data, 
salespersons should educate 
consumers about how to perform 
factory resets on cars and how to 
unpair and delete mobile devices 
from a car’s entertainment system. 
Consumers can also establish 
internal processes to remove 
personal details on trade-ins like 
garage door codes, any stored phone 
contacts, saved GPS addresses and 
any leftover personal documents 
from the glove box. 

While salespersons are not expected 
to be privacy experts, give privacy-
minded consumers the assurance 
their concerns are acknowledged 
and addressed during the buying 
process. 

Learn more about how you can 
protect sensitive data by visiting 
omvic.ca today. Download OMVIC’s 
best practice guidelines on data 
security and learn how to keep your 
customers’ data safe.
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Brampton-area curbsider Rasheed 
Ali received a $30,000.00 fine after 
he pleaded guilty to selling vehicles 
without an OMVIC registration. Shariff 
Ali—Rasheed’s father—also pleaded 
guilty and received a suspended 
sentence. Both received one-year 
statutory probation. 

At least 12 vehicles were sold 
to consumers through online 

marketplaces. Many of the vehicles 
sold were branded as rebuilt 
wrecks. Rasheed did not disclose the 
vehicles’ histories to the buyers. As 
unregistered salespersons, Rasheed 
and Shariff Ali are not permitted to 
legally trade in motor vehicles.

In some cases, buyers did not speak 
English and were not provided with a 
written bill of sale, which put them in a 
vulnerable position—buyers could not 
ask questions about or understand 
the terms of their purchase.

“I hope this fine sends a strong 
message,” said OMVIC’s CEO 
and registrar, John Carmichael. 
“Curbsiders not only pose a serious 

risk to consumers, but also tarnish the 
automotive sales sector’s reputation. 
We continue to actively charge and 
prosecute illegal, unlicensed dealers 
to protect consumers and foster a fair 
and informed marketplace in Ontario.”

Consumers who purchase vehicles 
from curbsiders do not have the same 
protections as those who buy from an 
OMVIC-registered dealer, which is the 
safest way to purchase a car. 

To learn more about curbsiders, check 
out OMVIC’s bulletin for tips to avoid 
them. To report a curbsider, contact 
OMVIC’s anti-curbsider hotline at 
1-888-662-8727 or e-mail  
nocurbs@omvic.on.ca. 
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