Best Practices
Identity Verification
“How can I verify a customer’s identification and avoid fraud?”
FINTRAC (Financial Transactions and Reports Analysis Centre of Canada)
provides the “know your client” requirements when using photo identification
to verify a customer’s identity. Dealers play an important role in this prevention
effort as the first point-of-contact for clients/customers.

Tips to Verify Photo Identification
Individual’s Name
Individual’s Photo
Unique Identifying Number

Dealers should ensure the ID provided is government-issued,
authentic, valid and current. The ID should:
• indicate the individual’s name
• include a photo of the individual
• include a unique identifying number
• match the name and appearance of the individual being identified

DISCLAIMER: This is not a legal document and dealers/salespeople are advised to seek legal advice.
While OMVIC administers and enforces the Motor Vehicle Dealers Act, it is not mandated to enforce legislation
surrounding client identification and verification. This document should not be construed as legal opinion, it is a best
practice meant to assist registered dealers and salespeople.
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Valid

Current
A current ID means it is not expired. Carefully
read the expiration date on the individual’s
photo ID to ensure it is still current.

A valid ID must not be altered or counterfeit.
The AGCO (Alcohol & Gaming Commission
of Ontario) provides an information sheet
on how to spot a fake ID.

Authentic
An authentic ID is one issued by a
competent authority (federal, provincial, or
territorial government). The Government of
Ontario’s free Driver’s Licence Check Tool
will provide the latest status information of
an individual’s Ontario licence.

Authenticity (Ontario)
Validity (Identifying #)
Currency (Expiration Date)

DISCLAIMER: This is not a legal document and dealers/salespeople are advised to seek legal advice.
While OMVIC administers and enforces the Motor Vehicle Dealers Act, it is not mandated to enforce legislation
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Individual’s Name
Ensure the purchaser’s name on the contract
exactly matches their photo ID. When
licensing a vehicle, only register it to the
ID-verified purchaser(s) on the contract.
Identifying Number
The ID should include a unique
identifying number. In most cases,
the customer will provide their driver’s
licence with its 15-digit number.

Photo
The ID collected should have a clear
photo of the individual. Colour photocopy
the ID at the dealership or have the
customer send a clear image/scan and
add it to the deal file.
Decoding Licence Numbers
Ontario driver’s licence numbers begin with
the first letter of the individual’s surname
(e.g. John Doe’s will start with “D”) and the
last 6 digits are the individual’s birthday
(YY/MM/DD). For female licence holders, the
month can be determined by subtracting
“50” from the “MM” number
(e.g. March would be “53”).

Individual’s Name

Photo

Identifying Number

(starting with surname’s first letter,
ending with birthdate)

DISCLAIMER: This is not a legal document and dealers/salespeople are advised to seek legal advice.
While OMVIC administers and enforces the Motor Vehicle Dealers Act, it is not mandated to enforce legislation
surrounding client identification and verification. This document should not be construed as legal opinion, it is a best
practice meant to assist registered dealers and salespeople.
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Matching Name & Appearance
Typically, a customer would be physically present at
a dealership to match the name and appearance on
an ID; however, with the increasing trend in remote
sales, dealers may ask the customer to participate
in a live video chat to ensure the ID they provided
matches their appearance.
Match ID in video chats

Important Note: Financial institutions may not accept
video chat ID matching.

Record Keeping
When verifying a customer’s ID, dealers may record the:
• individual’s name
• date on which the identity was verified
• type of ID (e.g. driver’s licence)
• unique identifying number (e.g. driver’s licence number)
• jurisdiction (e.g. provincial driver’s licence)
• expiry date of the document
Use OMVIC’s ID verification checklist to capture the information.
Secondary Identification
Dealers are encouraged to obtain at least two
additional IDs (e.g. credit card) and ensure they
accurately match the government-issued ID’s
name, address and other descriptors.

Obtain secondary IDs

DISCLAIMER: This is not a legal document and dealers/salespeople are advised to seek legal advice.
While OMVIC administers and enforces the Motor Vehicle Dealers Act, it is not mandated to enforce legislation
surrounding client identification and verification. This document should not be construed as legal opinion, it is a best
practice meant to assist registered dealers and salespeople.
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Red Flags? Trust Your Judgement
Salespersons can be trained to identify red flags, including, but not limited to:
• information discrepancies (e.g. credit file shows different information)
• the customer’s behaviour seems out of the ordinary (e.g. rushing to close the deal)
• the customer limits interactions (e.g. avoids video chats)
• the customer’s income does not match employment
Additional Tips
Dealers are encouraged to use more than photo ID to verify identity:
• when possible, ask for original documentation
• verify employment and obtain proof of income
• obtain proof of income
• only deliver vehicles to ID-verified addresses (remote sales)
Protect Customer Privacy
Establish procedures to ensure customers’
personal information is secure. Review OMVIC’s
Protecting Customer Privacy Best Practice for
more tips.
More Information
Visit FINTRAC’s website
Ontario’s Driver’s Licence Check Tool
AGCO’s resource for spotting fake IDs
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